NHOOPMAINMNOHHASA TAMATKA IJIAA OBYYAIOIIUXCA 1JIAA PASMEINEHUSA
HA O©PUIINAJIBHBIX HHTEPHET-PECYPCAX

C KaXXAbIM T'010M MOJIOZEKU B HHTEPHETE CTAHOBUTHCS OOJIbLIE, a HIKOJbHUKH OHU U3 CAMBIX
aKTHBHBIX mojb3oBarened Pynera. Mexay TeM, IIOMHMO OIPOMHOIO  KOJWYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT M MpoOJieMbl. DTa MaMsTKa JOJDKHA IOMOYb Tebe 0e301acHo
HaxoauTbes B cetd. KommbrorepHsle BUPYChl KOMIBIOTEpHBI BHPYC - 3TO Pa3HOBUIHOCTH
KOMITBIOTEPHBIX MPOrPaMM, OTIUYUTEILHOW OCOOCHHOCTHIO KOTOPOH SIBISETCSACIOCOOHOCTH K
pa3sMHOXXEHHIO. B  1omonHeHwe K 3TOMy, BHUPYChl MOIYT IOBPEAMTH WIH IOJHOCTBIO
YHUYTOXXUTB Bce (Dailiibl U JaHHBIE, IOJKOHTPOJIbHBIE MOJIb30BATENI0, OT IMEHU KOTOPOro Oblia
3aIlyllleHa 3apa)KeHHas IPOrpaMMa, a TaKKe MOBPEAUTh WIH AK€ YHHUYTOKUTH ONEPALUOHHYIO
cucreMy co BceMu ¢aillamu B 1eJ0M. B OosbIIMHCTBE CllydaeB pacHpOCTPaHSIIOTCS BUPYCHI
4yepe3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IPOrpamMMm:

1. HCHOHB?»Yﬁ COBPCMCHHBLIC OIICPALIMOHHBIC CUCTCMbI, UMCIOIIIHUEC CepBGBHHﬁ YPOBCHDB 3alIUThI
OT BPpCAOHOCHBIX IIPpOIrpaMMm;

2. TlocrosHHO ycraHaBnMBaid madytu (IUGPPOBBIE 3aIIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBIMBAIOTCA C ILENbI0 JOpabOTKM TMpOrpaMMbl) U Jpyrue OOHOBIICHHS CBOEH
orepanuoHHoi cucrembl. CkaunBail X TOJNBKO ¢ odunuaibHoro caidta pazpadorunka OC. Ecnu
CYIIECTBYET PEKUM aBTOMATUUYECKOTO OOHOBIICHUS, BKIIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTCPEC 1101 IIpaBaMu I10JIb30BaTC/IsL, 4 HC aIMUHHUCTPATOpA. 9T0 HE
IIO3BOJINUT 6OJ'IBI_HI/IHCTBy BPCAOHOCHBIX IIpOrpaMM HHCTANIMPOBATLHCA HAa TBOCM IICPCOHAJIBHOM
KOMIIBIOTEPC,

4. Hcnonb3yl aHTUBHPYCHBIE INPOTPaMMHBIE IPOLYKTHI H3BECTHBIX IPOU3BOAUTEIEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTEPY AJIA IOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHEIIHME HOCUTENM HH(pOpMaluu, Takue Kak ¢iemika, AUCK Win (ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkphIBail KOMIbIOTEpHbIE (aiiiibl, OJyUYEHHbIE U3 HEHAJECKHBIX HUCTOUYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MPUCIA TBOW 3HAKOMBIN. JIyule yTouyHM y HEro, OTHpaBisii JIU OH TeOe HX.
Cetu WI-FI Wi-Fi - 510 He BuJ miepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH I, MapKa.
Eme B 1991 rony Hunmepnaniackas koMmmaHus 3apeructpuposaia Openn "WECA", uyto
obo3Hauasio cinoBocoyeranue "Wireless Fidelity", koTopslii nepeBoauTcs Kak "OGecrnpoBoaHas
ToyHOCTh". Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOH ke
TexHosorueit. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT
Bbiciiel 3BykoBoW TexHuku Hi-Fi, yTo B mnepeBoje o3Hayaer "BbICOKas TOYHOCTH". /[la,
OecraTHBIM HMHTEpPHET-IOCTYNn B Kade, OTeNsiX U adporoprax SBISETCS  OTIUYHOM
BO3MOXXHOCTBIO BBIX0Jla B HUHTEepHET. HO MHOTrHE AKCIepThl CUUTAIOT, YTO 00IIe 0CcTyIHbIe Wi-
Fi cetu He sBnsitOTCSA G€30MACHBIMHU.

CoBeTbl 110 6€30NaCHOCTH PaGOTHI B 001e10CTYNHBIX ceTsix Wi-fi:



1. He mepenaBaii cBoro nuuHyr0 uHpopManuio yepe3 obmenoctynasie Wi-Fi cetn. PaGotas B
HUX, KCJIAaTCIIbHO HC BBOAUTL MAapOJIK JOCTYyIIA, JIOTHUHBI U KAKHC-TO HOMEPA,

2. Ucnons3yii ¥ OOHOBISH aHTHUBUPYCHBIE NpOrpaMMmbl W OpaHmMayep. TeM caMbIM Tbl
o0e3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonszoBannu Wi-Fi otkmroun ¢ynknuo "OOmui goctyn K daiaam U nmpuHTepam'.
JanHas QyHKIMS 3aKphITa 110 YMOJYaHUIO, OJIHAKO HEKOTOPBIC IMOJI30BATEIH aKTHBHPYIOT €
JUIs yI0OCTBa MCTIOIB30BAHUS B paboTe niH yueoe;

4. He ucnons3yi nyosmunbiii WI-FI mjis mepenayum JIMYHBIX JaHHBIX, HAllpUMEpP JJIs BBIXOJA B
COITMAIPHBIC CETH WJIM B DJICKTPOHHYIO TTOYTY;

5. Wcnonp3yii Tosbko 3amminenHoe coenuuenune yepes HTTPS, a ne HTTP, T.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone otkmoun ¢ynkiuio "llogkmouenne k Wi-Fi aBromatuuecku". He
JIOITyCKali aBTOMaTHYECKOTO MOJIKIFOUYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero coracus.

COHHaJIbeIe CeTH COI_[I/IaJ'ILHBIe CCTU AKTHUBHO BXOIAT B HAIly KW3Hb, MHOI'MC JIXOAU
pa60Ta10T " KUBYT TaM IIOCTOSAHHO, 4 B Facebook YKE 3apeTUCTPUPOBAH MUJIIIMAPA YCIIOBCK,
4YTO ABJIACTCA O,Z[HOﬁ ceabMOM BCexX JKUTeNed IraHeThl. MHOTHE IT0JIb30BaTel HE IIOHUMAalOT,
4qTo I/IH(1)OpMaI_II/ISI, pasMCuiCHHass HUMH B COLHMAJBHBIX CCTAX, MOXCT OBITH HalijiecHa U
HCII0JIb30BaHa KEM yroaHo, B TOM YUCJIC HC 00s13aTeNIbHO ¢ 0JaruMu HaMCpPCHUSIMMU.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COLMaJIBHBIX CCTAX:

1. Orpannub cnucok Jpy3eil. Y TeOs B Opy3bsiX HE JOKHO OBITh CIydalHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3anmiail cBOXO 4yacTHYIO >kM3Hb. He ykasbiBall mapoisiu, TenedoHBbl, aapeca, AaTy TBOETro
POXJIEHUS U JIPYTYI JUYHYIO HWHGOpMalMio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh Jaxe
UH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3am1/11ua171 CBOIO pPCIIyTAllUIO - ACPIKU €€ B YHUCTOTC U 3aJaBait cebe BOIIPOC: XOTECJI OBI THI,
YTOOBI ApPYruc ImnoJIb30BaTCJIn BUIACIH, YTO TbI 3arpy>1<aeIHL? HOHYMaﬁ, mpexaAcC 4€M 4YTO-TO
OHY6J'II/IKOBaTB, HaIlucaTb U 3arpy3uThb,

4. Ecmu ThI TroBOpHUIIb C JHOAbBMH, KOTOPBIX HC 3HACHIb, HC I/ICHOJ'IB?»YI\/'I CBOC PCAJIBHOC UMS U
APYT'YHO JINYHYIO I/IH(I)OpMaI_II/II/II UMs, MECTO JKHUTCIBCTBA, MCCTO y‘Ie6BI U IIpoUce;

5. N3berait pasmenienusi ¢otorpaduii B MHTEepHETE, Te Thl M300paK€H HAa MECTHOCTH, IO
KOTOPOU MO>KHO OIPENETUTH TBOE MECTOIOIOKEHNUE;

6. Ilpu perucrtpanuu B COUMATBHONW CETH HEOOXOAMMO HCIIOJIB30BaTh CIIOKHBIC MapOJH,
cocTosmue u3 OykB v QP U C KOJIUYECTBOM 3HAKOB HE MEHee §;

7. J1ns conpanbHOM ceTH, MOYThl M JPYTUX CaiTOB HEOOXOAUMO HCIIOJIb30BATh Pa3HbIE MMapOIH.
Toraa ecnu Te0s B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKYU MOJIy4aT AOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.



JJIeKTPOHHBbIE IeHbI' U

ONEeKTPOHHbIE JEHbI'M - 93TO OYeHb YAOOHBIH CHocoO MaTeked, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPbIE XOTAT MOJYyYUTh TH JACHbIU. DJICKTPOHHBIE JIEHBI'U MOSBUIUCH COBCEM
HEJJaBHO M MMEHHO M3-3a 3TOT0 BO MHOTHUX TOCYJapCTBax JI0 CUX IOpP HE MPOIMHUCAHO MPO HUX B
3akoHax. B Poccum ke oHM (DYHKIIMOHHPYIOT MU O HHX YyX€ TPONMHCAHO B 3aKOHE, TIe HX
pa3leNsoT Ha HECKOJbKO BHJOB - AHOHUMHBIE M HE aHOHUMHBbIE. Pa3sHuna B TOM, 4YTO
AHOHHMMHEBIE - 3TO T€, B KOTOPBIX pa3perraeTcs MPOBOIUTH oreparuu 0e3 HISHTU(DUKAINUN
MOJIb30BATENs, & B HEAHOHUMHBIX HJICHTU(UKALKSA I0JIb30BATENsl SBISETCS 00sA3aTeIbHOM.
Taxxe cienyer pa3auyarh 3JEKTPOHHbIE (UATHBIE AEHbIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM)
U JIEKTPOHHbIE He(pUaTHbIE NEHbI (HE paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI IO OE30IaCHOM pa60Te C JJICKTPOHHBIMU OCHBIaMM:

1. TlpuBssku K cueTy MOOWIBHBIN TenedoH. DTO caMblii YAOOHBI M OBICTPBIA CcHOcO0
BOCCTAaHOBUTH JOCTYN K cyery. l[lpuBsizanHbIii TenedoH mOMOXeT, eciu 3alyaems CBOM
IUIATEXKHBIM MapoJIb WK 3aiIe1Ib Ha CAlT C HE3HAKOMOTO YCTPONCTBA;

2. Ucnonb3yii ogHopa3oBeie napoiu. [locie nmepexona Ha yCHICHHYIO aBTOPH3aALIMI0 TeOE yxKe
He Oy/IeT yrpoXaTh OMACHOCTh KPaXKH MITU TepeXBaTa IIaTe:KHOTO IMapOJIs;

3. Bribepu cnoxsblii nmapons. [IpectynmHukam OyneT HE MPOCTO yraaaTh CIOXKHBIA Tapoilb.
Hanexubie maposiu - 3To mapoyiv, KOTOPBIE COJAEPKAaT HE MEHEEe 8 3HAKOB M BKIIIOYAIOT B CeOs
CTPOYHBIE W TPONMHUCHBIE OYKBBI, TU(MPHI M HECKOJIBKO CHUMBOJIOB, TaKMe KaK 3HAK J0JUIapa,
¢dyHTa, BOCKJIMIIATENbHBIN 3HaK | T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE J10BEPSIEILIb.
DJIeKTPOHHAS MOYTA

ONEKTpOHHAas MOYTa - 3TO TEXHOJIOTHMS W TPEAOCTaBISIEMBIE €H0 YCIYTH IO IEPECBUIKE U
MOJIYUEHHUIO JJIEKTPOHHBIX COOOILIECHHUM, KOTOpBIE paclpeiesiioTcs B KOMIBIOTEPHOH CeTu.
OO6b1yHO AJEKTPOHHBIN MOYTOBBIA  SIIMK  BBITJISAUT CJIEYIOIUM oOpa3zom:
UMs_TIOJIb30BaTeNA(@HUMs_JTOMEHa. Takke Kpome IepeJaud MpOCTOro TEKCTa, HMeeTcs
BO3MOXKHOCTb NepeaaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 0€30MacHOM padoTe ¢ INEKTPOHHOU MTOUTOM:

1. Hago BbIOpaTh NpaBWIBHBIM IOYTOBBIM cepBUC. B MHTEpHETE ecTb OrpoMHBIN BHIOOP
OecriaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle JTOBEPATh TE€M, KOTO 3HAEUIb M KTO NEPBHIN B
peuTHHrE;

2. He yxa3piBall B JM4YHON mouTte nu4Hylo HHGpopmauuoo. Hampumep, nydime BbeIOparh
"My3bIKabHbIN _(paHat@" wium "pox2013" Bmecto "temal3";

3. Ucnonp3yil ABYXATalHYI0 aBTOPU3ALMI0. JTO KOIZla IOMHUMO IapoJisi HYXHO BBOAMTH KOZ,
IpUCBHUTaeMbIi 0 SMS;

4. Beibepu cnokHbIN mapoib. s KaKA0ro MoYTOBOIO SIIIMKA TOJKEH OBITh CBOW HAJCKHBIMH,
YCTOWYMBBIN K B3JIOMY 1apOJIb;



5. Ecim ecTh BO3MOXKHOCTh HAmMCaTh CaMOMY CBOM JIMYHBIM BOIPOC, HMCHOJB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOUYTOBBIX AMMKOB. [IepBBIi AJ1s1 4aCTHOM MEPENUCKU C aJpecaTaMy,
KOTOPBIM Thl TOBEPSAECIIb. DTO IEKTPOHHBIN aJIpec HE HA/J0 UCII0JIb30BATh IPU PErucTpanuy Ha
dopymax u caiitax;

7. He oTkpbiBail ¢ailbl U Apyrue BIOXKEHHsS B MUChbMaX, Ja)K€ €CIU OHU MPUILUIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTA JTU OHU TeOe ATH (aiiibr;

8. Ilocie oxoH4YaHUsi pabOTHI HA TIOYTOBOM CEPBHCE IEPe] 3aKPHITHEM BKJIAIKUA C CAUTOM HE
3a0yap HaXXaTh Ha "BeiidTu".

Ku0epOy/uIMHT WM BUPTYaJIbHOE U3/1€BATEIbCTBO

KubepOymiuHr - mnpecienoBaHHe COOOMICHUSIMH, COJEPXKAIIUMH OCKOPOJIEHHs, arpeccuro,
3alyTMBAaHUE; XYIUTAHCTBO; COLIMAIbHOE OOMKOTUPOBAHHE C MOMOIIBIO PA3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYTUHTOM:

1. He Opocaiicst B 60#. Jlyumuii crioco0: MOCOBETOBATLCSA KaK ceOsl BECTH M, €CIIM HET TOTO, K
KOMY MOXHO O6paTI/ITI)C$I, TO BHa4aJi€ YCIIOKOHUTLCA. Ecin TH HauHempr OTBEYATH
OCKOPOJICHUSIMU HAa OCKOPOJICHUSI, TO TOJILKO €Ile OOJIbINE Pa30XIKeIlb KOH(IUKT;

2. Ypasindii cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTH B ceTd MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouTt BecTH XyJIMTaHCKUI oOpa3 BUpTyaiabHOW >ku3HHU. IHTEpHET (ukcupyer Bce TBOU
JEHCTBUS U COXpaHSEeT UX. Y TaIUTh UX OyJIeT KpailHe 3aTpyIHUTENIbHO;

5. ColGumros1ait cBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeraTMB. OJHOPAa30BblE OCKOPOWUTENbHBIE COOOLICHMS JTydIle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTaIuH;

7. ban arpeccopa. B nporpammax oO0MeHa MIHOBEHHBIMH COO6IJ_ICHI/I$IMI/I, B COMAJIBHBIX CCTAX
€CTb BO3MOXXHOCTb 6HOKI/IpOBKI/I OTIIPpaBKH C006HleHI/II‘;I C ONIPCACIICHHBIX aIPpECOB;

8. Ecim TbI cBuzeTens kubepOymiauHra. TBoM AEHCTBHS: BBICTYIUTH NMPOTUB MPECIEI0BATENS,
IIOKa3aTb €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HEraTWBHO, NOJIEpPXkKaTh >KEPTBY, KOTOPOH
HYXHa TICUXOJIOTHYECKasi MOMOIIb, COOOIUTH B3pOCIBIM O (haKTe arpecCMBHOIO MOBEACHUS B
CeTH.

MoOunbHbIi TesedoH

CoBpemeHnHble cMapTHOHBI U IIJIAHIIETHI COIEP)KaT B ce0e BIOJHE B3POCHbIA (PYHKIMOHAN, U
TENepb OHM MOTYT KOHKYPHpPOBaThb CO CTAallMOHAPHBIMM KoMIbloTepamu. OnHaKo, CpeincTB
3alUTHI JJIs1 TOJOOHBIX YCTPOMCTB MOKa OYeHb Masio. TecTMpoBaHUE U MOMCK YA3BUMOCTEH B



HUX TIPOMCXOJUT HEe Tak MHTeHcuBHO, kak ans [IK, To ke camoe kacaercss M MOOMIJIBHBIX
npuioxeHnid. CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPAaKTUYECKH JOTHAIM HAaCTOJbHBIC
aHaJIOTH, OJHAKO paclIupeHue (QyHKIMOHAIA BiIE€YET 3a COOOH OOJIBLIYIO CIIOKHOCTH M
MEHBIIYI0 3aIIMIICHHOCTh. Jlameko He Bce NPOM3BOIUTENH BBHIYCKAIOT OOHOBJICHHMS,
3aKpBIBAIOIINE KPUTUYECKHUE YI3BUMOCTH JUUIS CBOUX YCTPOUCTB.

OcHoBHBIE COBETHI JIsl 0€301acHOCTH MOOUITBLHOTO TenedoHa:

Huyero He sBisieTcss mMO-HACTOSIIIEMY OECIUTATHBIM. byns ocTopokeH, Beap Korma Tebe
npeiaraloT OecIulaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHl KaKWe-TO IJIATHBIC YCIYTH;
Hywmaii, npexxae yem ornpaButb SMS, ¢oto nnmm Bugeo. Tl TOYHO 3HaeUIb, TA€ OHU OyAyT B
KOHEYHOM HUTOre?

Heo6xoanMo 0OHOBIIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI 11 MOOMITBHBIX TeNe(h)OHOB;

He 38.pr)1(8.171 IMPUITIOKECHUSA OT HCU3BECTHOI'O HCTOYHHKA, BCAb OHHU MOI'YyT COACPIKATb
BpCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocnie Toro xaxk ThI BBIAACUIb C caiiTa, IJe BBOIWII JIMYHYIO HH(OpMANHUIO, 3aliin B HACTPOHKH
Opaysepa u ynanu cookies;

Hepﬂonnqecxn HpOBepHﬁ, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOEM HOMEPC,

JaBaii cBoii HOMEp MOOWIBHOTO TenedOHa TOJNBKO JIOASM, KOTOPBIX THI 3HACHIL M KOMY
JIOBEpsiCLIb;

Bluetooth momken ObITH BBIKIIOYEH, KOTJa Thl UM HE MOJb3yenibcs. He 3a0biBaii mHOTIA
MIPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 9TO KPACOUHBIE, 3aXBaTHIBAIOIINE Pa3BIeUCHUs, O0BEAUHSIONINE
COTHH TBHICSY YEJIOBEK MO BceMy MHpY. Urpoku HCCIenyoT TaHHBIA UM MHp, OOIIAIOTCS APYT C
JIPYTOM, BBITIOJHSAIOT 3a/IaHUsI, CPAXKAIOTCSI C MOHCTPaMHU U TOJY4YaloT OMBIT. 3a YIAOBOJbCTBHE
OHM IUJIATAT: TIOKYIAIOT JIMCK, OTUIAYMBAIOT a00OHEMEHT WM MPUOOPETAIOT KaKkue-To oniuu. Bee
OTH CpEeACTBAa HUIYT HA TMOJJEPKaHME W Pa3BUTHE WIPHI, a TaKXKe Ha camy O€30MacHOCTh:
COBEpIIICHCTBYIOTCSA CHCTEMbI aBTOPHU3aIlMH, BHIMTYCKAIOTCS HOBbIE MaTuu (IU(POBBIE 3alIaTKU
JUTSL TIPOTPaMM), 3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB. B MOAOOHBIX UTrpax CTOUT Omacatbcs He
CTOJIBKO CBOMX CONEPHHUKOB, CKOJIbKO KPa)kM TBOETO IapoJig, HAa KOTOPOM OCHOBaHa CHCTEMa
aBTOpHU3ALUU OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecniu apyroit urpok BeneT ceOs IIIOX0 WM CO3AaeT Tebe HEMPUSITHOCTH, 3a0JI0KUPYH €ro B
CIHCKE UTPOKOB;

2. Ioxamyiics aJIMHHHCTPAaTOpaM WIPbl HAa IUIOXOE IOBEJAEHUE JTOr0 WIPOKA, XKENATEIbHO
MIPUIOKUTD KAKUE-TO JOKA3aTeNIbCTBA B BUJE CKPUHOB;



3. He yka3siBaii inunyto nHpopManuro B npodaiisie urpsr;
4. YBaxail Apyrux y4acTHUKOB 10 UTPE;

5. He ycranaBnuBaii Heo(uMaabHpIe TATYH U MOJIBI,

6. Mcnonp3yil cl10KHbIE U pa3HbIe MAapOJIH;

7. Jlasxxe BO BpeMsl UI'Pbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. I1oKka Thl urpaems, TBO KOMIIBIOTEP
MOTYT 3apa3UTh.

@OUIIUHT WA Kpaka JUIHbIX JaHHbIX

OObIYHON Kpa)ked JeHer U JIOKYMEHTOB CEroJHs YK€ HUKOrO He YAMBMIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJOIMH 3JIOYMBIIIJICHHUKH IE€PEMECTUIINCh B HMHTEPHET, M IPOJODKAIOT
3aHuMaTbesa "MroOouMbIM" fenoM. Tak mosiBUIachk HOBask yrpo3a: MHTEPHET-MOLICHHUYECTBA WM
¢UIIMHT, TaBHAs Ieb KOTOPOTO COCTOUT B TMOJYYEHHH KOH(HUICHIIMAIBHBIX IaHHBIX
NOJIb30BaTeNel - JOrMHOB M mapoieil. Ha anrmmiickom si3pike phishing unTaercss Kak (GUIIAHT
(ot fishing - peiOHas 0B, password - TapoJIb).

OcHOBHBIE COBETHI IO OOPHOE ¢ HPUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciii Thl 1oj03peBaeiiib, YTO TBOSI aHKETa Oblia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKHPOBATh €€ U COOOIIUTH aJAMUHUCTPATOpPaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonb3yi 6e30macHbie BeO-CATHI, B TOM YHCJIC, NTHTEPHET-MAra3uHOB U MTOMCKOBBIX CHCTEM;

3. Hcnonw3yil cioxHble W paszHble Mapoiau. TakuM oOpa3om, ecid TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE KO BCEM;

4. Ecou tebs B3JIOMaAJIk, TO HCO6XOI[I/IMO npeaynpeauTb BCCX CBOUX 3HAKOMBIX, KOTOPbLIC
I[O68.BJ'I€HLI y TeOs B APYy3biaX, O TOM, YTO TeOs B3JIOMaHN ", BOBMOXXHO, OT TBOCIO KMCHU 6yz[eT
paccblIaTbCA CllaM U CCBIIIKH Ha (1)I/IIJ_II/IHFOBBI€ CaI\/’ITBI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE Mapos B Opaysepe;

7. He oTkpwiBail (aiiiel ¥ Ipyrue BIOKEHHUS B MUChMax, JaKe €CIM OHU MPHIILIA OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISIIN JIM OHU TeOe 3T (aiiibl.

HudpoBas penyranus

[Mudposast penyrauust - 3TO HEraTHUBHAs WM TO3UTHBHas HHpopManus B ceTH o Tede.
Komnpomerupytomas unpopmanus, pa3MelleHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeH peanbHON xu3HU. "LludpoBas penyranus" - 3T0 TBOW MUMHIXK, KOTOPBIN
dbopmupyercs U3 uHpopManuu o Tebe B MHTEpHETEe. TBOE MECTO >KUTENbCTBA, Y4eObl, TBOE
(UHAHCOBOE TIOJIOKEHHWE, OCOOEHHOCTH XapakTepa ¢ paccKa3bl O OJM3KUX - BCE ITO
HaKaruIMBaeTcs B ceTd. MHOTrHe MOJPOCTKH JIETKOMBICICHHO OTHOCSTCS K MYOJUKAIlUKN JTUYHON
uHpopmauuu B MHTepHeTe, HE NMOHMMAas BO3MOXKHBIX MociencTBHM. Thl maxe He CMOXellb



Joragatecsi 0 ToM, 4to (otorpadus, pasmenmieHHas 5 JeT Ha3ajA, cTana NPUYMHOM OTKaza
npuHATH TeOs1 Ha paboTy. KomMenTapum, pa3menienue TBoux (ororpaduii u apyrue aencTBus
MOTYT HE MCUYE3HYTh JIaXKe TOCJIE TOT0, KaK Thl MX YAAJIHIIb. Thl HE 3HACIIb, KTO COXPAHUI ATY
uH(pOpMaIKIO, ToNaja JU OHA B MOMCKOBBIE CHCTEMbI M COXPAHMIIACH JM OHA, a TJIaBHOE: 4TO
HOIYMAIOT 0 TeOe OKpPY)KAIOLIMe JIFOU, KOTOpble HalAyT M yBUIAT 3T0. Haiitu mndopmarmrio
MHOTO JIET CITyCTSI CMOJKET JIF00OH - Kak M3 JOOpBIX MOOYXAEHWH, TaK M C HaMEpPEHUEM
NPUYUHHATE BPEI. DTO MOXKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI pemyTaruu:

1. [Moxymaii, mpesk/ie 4eM 4To-TO MyOJIIMKOBATh U MepeaaBarh y ceOs B 010re Wik B COLUATBHON
CeTH;

2. B mactpoiikax mpo¢uis YCTaHOBH OTPaHWYCHHUS Ha MPOCMOTP TBOEro Mpoduias u ero
COJIEP’)KUMOT0, CclIeNail ero TOJIbKO "Isl Ipy3en';

3. He pa3memaii 1 He yka3biBail MHPOpPMAIUIO, KOTOpPas MOXKET KOTro-JTHOO OCKOPOJISATh WU
00MKaTh.

ABTOpCKOE IPaBoO

CoBpeMeHHbIE ILIKOJIBHUKHA - aKTUBHBIE IOJb30BaTENM LUGPOBOro mnpocTpaHcTBa. OmHako
JIAJIeKO HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTMMH BO3MOXHOCTSIMU LU(POBOro Mupa Tpedyer
COOIO/ICHUsT TIpaB Ha WHTEJUICKTYalbHYI0 COOCTBEHHOCTh. TepMUH "HHTEIUIEKTyajabHas
COOCTBEHHOCTb'" OTHOCHUTCS K Pa3jIMYHbIM TBOPEHMSIM YEJIOBEYECKOTO0 yMa, HauMHas C HOBBIX
M300peTeHnil U 3HaKoB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHUYMBas
KHUTaMH, ¢GororpadusMu, KHHOPHUIBMAMHA W MY3BIKAJbHBIMH IMPOU3BEACHUSMHU. ABTOPCKHE
IpaBa - 3TO MpaBa Ha MHTEJUICKTYalIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH, JINTEPATyPbl
U HCKyCcCTBAa. ABTOpPCKME IIpaBa BBICTYNAlOT B KayeCTBE TIapaHTUU TOrO, 4TO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyaeT HampacHbIM, JacT €My CIpaBeaJUBbIE
BO3MOXHOCTH 3apa0o0TaTh Ha pe3y/ibTaTaxX CBOEro TpyZa, MOJYYUTh U3BECTHOCTb U NMPU3HAHUE.
Huxkro 6e3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOJUTD €r0 MPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, IpOAaBaTb, HWMIIOPTUPOBATH, IYCKaThb B MpPOKAT, MYyOJIUYHO
UCIIOJIHATh, MOKa3bIBaTh/UCHONHATE B 3¢pupe wiu pasmemarh B MuHtepHere. Mcnons3oBanue
"muparckoro” MpOrpaMMHOIO OOecleyeHUs MOXKET MPUBECTH K MHOTMM pHUCKaM: OT HOTEpH
JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKHU TBOETO yCTPOWCTBA, /i€ YCTAHOBJIEHA HeJlerajbHas
nporpamMa. He crour Takxke 3a0bIBaTh, 4YTO CYLIECTBYIOT JIerajbHble M OecIulaTHbIE
IIPOrpaMMbl, KOTOPbIE MO>KHO HalTH B CETH.

O noprasie CereBU4OK.pd - TBOI TIaBHBII COBETUYMK B CETH. 3J€Ch Thl MOXKEIIb Y3HAaThb O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3BIKOM, a MPU BO3SHHUKHOBEHHH KPUTHYECKON
CUTyalluu OoOpaTHThCS 32 COBETOM. A TakKe MPHUHSITH Y4acTHE B KOHKYpPCax U CTaTh CaMbIM
U(POBBIM TPaKTIaHUHOM !



